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1 General

This operating manual applies only to devices, assemblies, software, and services of Helmholz GmbH
& Co. KG.

1.1 Target audience for this manual

This description is only intended for trained personnel qualified in control and automation

engineering who are familiar with the applicable national standards. For installat ion, commissioning,
and operation of the components, compliance with the instructions and explanations in this

operating manual is essential.

WARNING

Configuration, execution, and operating errors can interfere with the proper operation of the PN/CAN
gateways and result in personal injury, as well as material or environmental damage. Only suitably
qualified personnel may operate the devices!

The specialist personnel is to ensure that the application or the use of the products described fulfills all
safety require ments, including all applicable laws, regulations, provisions, and standards.

1.2 Safety instructions

The safety instructions must be observed in order to prevent harm to living creatures, material goods,
and the environment. The safety notes indicate possible hazards and provide information about how
hazardous situations can be prevented.

WALL IE Industrial NAT Gatewayand Firewall | Version 2 | 01/17/19 6




1.3 Note symbols and signal words

>

HAZARD

If the hazard warning is ignored, there is an imminent danger to life and health of people from electrical
voltage.

>

WARNING

If the hazard warning is ignored, there is a probable danger to life and health of people from electrical
voltage.

>

CAUTION

If the hazard warning is ignored, people can be injured or harmed.

ATTENTION

Draws attention to sources of error that can damage equipment or the environment.

NOTE

Gives an indication for better understanding or preventing errors.

WALL IE Industrial NAT Gatewayand Firewall | Version 2 | 01/17/19 7




1.4 Intended use

The WALL I E Industrial Et hernet Bridge and Firewal

Ethernet networks.

All components are supplied with a factory hardware and  software configuration. The user must carry
out the hardware and software configuration for the conditions of use. Modifications to hardware or
software configurations that extend beyond the documented options are not permitted and nullify

the liability o f Helmholz GmbH & Co. KG.

The device may not be used as the only means for preventing hazardous situations on machinery and
systems.

Successful and safe operation of the device requires proper transport, storage, setup, assembly,
installation, commissionin g, operation, and maintenance.

The ambient conditions provided in the technical specifications must be adhered to.

The device has a protection rating of IP 20 and must be installed in an electrical operating room or a
control box/cabinet in order to prote ct it against environmental influences. To prevent unauthorized
access, the doors of control boxes/cabinets must be closed and possibly locked during operation.

1.5 Improper use

WARNING

The consequences of improper use may include personal injury to the user or thir d parties, as well as
property damage to the control system, the product, or the environment. Use the device only as
intended!

WALL IE Industrial NAT Gatewayand Firewall | Version 2 | 01/17/19 8



1.6 Installation

1.6.1 Access restriction

The modules are open operating equipment and must only be installed in electrical equipment
rooms, cabinets, or housings.

Access to the electrical equipment rooms, cabinets, or housings must only be possible using a tool or
key, and access should only be granted to trained or authorized personnel.

1.6.2 Electrical installation

Observe the regional safety regulations.

1.6.3 Protection against electrostatic discharges

To prevent damage through electrostatic discharges, the following safety measures are to be followed
during assembly and service work:

1 Never place components and modules directly on plastic it ems (such as polystyrene, PE film) or in
their vicinity.

9 Before starting work, touch the grounded housing to discharge static electricity.
1 Only work with discharged tools.

1 Do not touch components and assemblies on contacts.

1.6.4 Overcurrent protection

Overcurrent protection isnbt necessary as the device tran
the device electronics is to be secured externally with a fuse of maximum 1 A (slow -blowing).

1.6.5 EMC protection

To ensure electromagnetic compatibility (EMC) in your ¢ ontrol cabinets in electrically harsh
environments, the known rules of EMC -compliant configuration are to be observed in the design and
construction.

1.6.6 Operation
Operate the device only in flawless condition. The permissible operating conditions and performa nce
limits must be adhered to.

Retrofits, changes, or modifications to the device are strictly forbidden.

The device is a piece of operating equipment intended for use in industrial plants. During operation,
all covers on the unit and the installation mus t be closed in order to ensure protection against
contact.

WALL IE Industrial NAT Gatewayand Firewall | Version 2 | 01/17/19 9



1.6.7 Liability

The contents of this manual are subject to technical changes resulting from the continuous
development of products of Helmholz GmbH & Co. K. In the event that this manual contains
techn ical or clerical errors, we reserve the right to make changes at any time without notice.

No claims for modification of delivered products can be asserted based on the information,
illustrations, and descriptions in this documentation. Beyond the instruct ions contained in the
operating manual, the applicable national and international standards and regulations must also be
observed in any case.

1.6.8 Disclaimer of liability

Helmholz GmbH & Co. KG is not liable for damages if these were caused by use or applicati on of
products that was improper or not as intended.

Helmholz GmbH & Co. KG assumes no liability for any printing errors or other inaccuracies that may
appear in the operating manual, unless there are serious errors of which Helmholz GmbH & Co. KG
was already demonstrably aware.

Beyond the instructions contained in the operating manual, the applicable national and
international standards and regulations must also be observed in any case.

Helmholz GmbH & Co. KG is not liable for damage caused by softwareth at i s running on th
equipment that compromises, damages, or infects additional equipment or processes through the
remote maintenance connection, and which triggers or permits unwanted data transfer.

1.6.9 Warranty

Report any defects to the manufacturer immediately upon discovery of the defect.
The warranty is not valid in case of:

1 Failure to observe these operating instructions

1 Use of the device that is not as intended

9 Improper work on and with the device

9 Operating errors

1 Unauthorized modificationstot he device

The agreements met upon contract conclusion under BGe
GmbH & Co. KGbBb apply.
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2 Security recommendations

WALL IE is a network infrastructure component, and thus an important element in the security
considerations of a system or network. When using WALL IE, therefore please consider the following
recommendations in order to prohibit unauthorized access to plants and systems.

General:

1 Ensure at regular intervals that all relevant components fulfill these ~ recommendations and
possibly any other internal security guidelines.

1 Evaluate your system holistically with a view to security. Use a cell protection concept with
corresponding products, such as the WALL IE.

You can find extensive information, forexample , i n t he BICS Se E
Compendiumb of the Federal Office for | Se
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/ICS/
ICS-Secuity _compendium.html
Physical access:
9 Limit physical access to components of relevance to security to qualified personnel.
Security of the software:
9 Always keep the firmware of all communications components up to date.
9 Inform yourself regularly of firmw are updates for the product.
You can find information on that here:  www.helmholz.de
1 Only activate protocols and functions you really need
Passwords:
1 Define rules for usage of the devices and the awarding of passwords.
1 Update passwords and keys regularly
9 Change standard passwords
fOnly use strong passwords. Avoid weak passwords | ik

or similar.
1 Ensure that all passwords are protected and inaccessible to unauthorized personnel.

fDonbt use one password for various users and system

WALL IE Industrial NAT Gatewayand Firewall | Version 2 | 01/17/19 11


https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/ICS/ICS-Security_compendium.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/ICS/ICS-Security_compendium.html
http://www.helmholz.de/

3 Overview

WALL IE, the Industrial NAT Gateway and Firewall, simply integrates machine networks into the
superior production network using network segmentation, packet and MAC address filterin g.

The NAT operating mode  serves the forwarding of the data traffic between various IPv4 networks. It
enables the address translation via NAT and uses packet filters for the limitation of access to the
automation network located behind.

In the Bridge opera ting mode , the WALL IE network bridge is active in an IPv4 subnetwork. In
contrast with normal switches, packet filtering is possible in this operating mode. This means that the
restriction of access to individual areas of your network can be achieved with  out having to use
different networks for this purpose.

Features of the WALL IE:
9 NAT (Basic NAT, NAPT and port forwarding) for network segmentation
1 Bridge functionality for securing network areas with identical IPv4 address ranges
1 Access restriction through packet filters: IPv4 addresses, protocol (TCP/UDP), ports
9 MAC address filtering with black and whitelisting
1 DHCP server (LAN), DHCP client (WAN)
9 Quick and easy configuration thanks to responsive web interface
1 Static routes to other networks
1 Reporting of e vents to a Syslog server
9 Export/import of configuration

9 Industry -compatible design for installation on DIN rails

3.1 Setup
The WALL IE has a 100 Mbps WAN port (P1) and three 100 Mbps LAN ports (P2 -P4, switched).

P1: WAN Port

Helmholz
WALLIE

NV L d

NVl ed

FCN: Funktionstaster

P2—P4: LAN Ports

NV €d

NV #d

RST: Reset Taster IN1 IN2

Spannungsversorgung Betriebs LED« fcishe Spira 151

A reset to factory settings can be initiated with the function button (FCN) (see ch. 12). The reset
button (RST) initiates a restart of the WALL IE.

WALL IE Industrial NAT Gatewayand Firewall | Version 2 | 01/17/19 12



3.2 Connection of the power supply

The WALL IE must be supplied with 24 vV DC at the wide range input 18 -30 V DC via the provided
connector. Connection FE is for the functional ground. Connect this correctly with the reference
potential.

The RJ45 BP1 WANB socket is for the connectRrdnLAMNBt he
sockets are switched and are for the connection of t he internal network.

18..30V @ usr : J
-+ FE N1 INZ

F~

-

The inputs IN1 and IN2 do not yet have a function in the current firmware version but will be
available in a later firmware version for the external switching of firewall rules.

3.3 LEDs status information

PWR Off No power supply or device defective
On Device is correctly supplied with voltage
RDY On Device is ready to operate
ACT Flashing light or On Data transfer permitted between WAN and LAN
USR Flashing light Reset to works setting activated
Green (Link) Connected
RJ45 LEDs
Orange (Act) Data transfer at the port

WALL IE Industrial NAT Gatewayand Firewall | Version 2 | 01/17/19 13



4 |nitial access to the web interface

The WALL IE is set on the LAN side at the factory with the IP address 192.168.0.100 and the subnet
mask 255.255.255.0. Access to the web interface is only possible via the LAN connections P2 D P4.

The IP address of your network adapter must
first be set in accordance with the IP subnet
of the WALL IE: Start A control panel A

i i You can get IP settings assigned automatically if your network supports
Network and_ shari ng settings A this capability. Otherwise, you need to ask your network administrator
Adapter settings A for the appropriate IP settings.

LAN connection properties A

. () Obtain an IP address automatically
Internet protocol version 4

@ Use the following IP address:

Now connect a patch cable with the LAN (tp address: 192.168. 0 . 1 )
connection of your PC and one of the LAN (subnet mask: 255.255.255. 0 )
ports P2- P4 of the WALL IE. Default gateway:

The web interface can be reached in the delivery condition by  entering URL Bhttps://192.168.0.100 B
in the browser page.

/ [ WALLIE - Industrial Ethe X (%

& C [ A Nichtsicher | b#p%//192168.0.100 | B

Welcome to WALLIE

You're connecting to WALL IE for the firsttime.

Setting a password for user admin

Please seta password to be able to access the webinterface. To keep your network safe it
must contain at least of 8 characters. It should also contain numbers, lowercase and

uppercase characters.

New Password

Need Help?

‘www.helmholz.com

WALL IE Industrial NAT Gatewayand Firewall | Version 2| 01/17/19 14



NOTE

For security reaons, the web interface can only be reached through a secured HTTPS connection. An

exception rule must be confirmed in the browser once to reach the website. A certificate for the

bnmmdbshnm a> bjto b m ad rsngdc hm sgd ®Cduhbd. GSSOR
4.1 Initial registration

You will be prompted to set a password with the initial registration.

The password must have at least 8 characters and may have a maximum of 128 characters. It may

contain special characters and number sdisddretihthe he BCon
device and you will be forwarded to the BOverviewb pa

The main user i s al w

In addition to the main user Ba d mi n § Welcome to WALl IE
t he-uBietr B and -uBsnearckh i cr

. L . You're connecting to WALL [E for the first ime.
also be used with limited rights.

The users can beactivated, and the
affiliated passwords set in the
'B D ev | c e / P asswor d 5 me Flease set a password to be able to access the webinterface. To keep your netwaork safe it

must contain at least of 8 characters. It should also contain numbers, lowercase and
uppercase characters.

Setting a password for user admin

New Password

Need Help?

ATTENTION

Please note the password well! For security reasonsit is not possible to reset the password without
setting the device to the factory settings.

WALL IE Industrial NAT Gatewayand Firewall | Version 2| 01/17/19

15



4.2 Main view

The BOverviewb website of the WALL I E always opens af
contains an overview of the most important settings and information of the WALL IE.
The topmost line contains the menu with the functions for configuration.

Overview | Logout | Help
WALL IE Helmholz
IE-Bridge/Firewall COMPATIBLE WITH YOU
Overview Packet Filter ~
Live Statistics Device Configuration
Uptime 0 days 00:03:59 Timezone Europe/Berlin
System Time TMNM970 04:21:24 Operating Mode MNAT
Current User: admin INTERFACE
DNS 0.0.0.0
GATEWAY 0.0.0.0
DHCP Server QFF
Software Hardware
Firmware Version V1.08.004 Serial Number 00000293
Linux Kemel Version 494 Order Number T00-860-WALO1
Open Source Software Licenses Hardware Revision 1-1
LAM MAC Address 24-EA-40-0F-01-25
WAN MAC Address 24-EA-40-0E-01-25

NOTE

Please check at the website of the WALL IE under www.helmholz.de for a newer
firmware version. The firmware update is described in chapter 12.

Link to firmware:
https://www.helmholz.de/en/products/industrial -ethernet/nat-gateway-firewall/wall -ie/#tab -software

WALL IE Industrial NAT Gatewayand Firewall | Version 2| 01/17/19 16



4.2.1 Menu overview

Device ~ Network~ NAT~ Packet Filter ~

Operating Mode Interface Basic NAT MAC

Hostname DHCP-Server for Lan NAPT WAN to LAN
Siatic Routes LAN to WAN

Syslog Local

Syslog Remote

Password
HTTPS

Web Interface Access
Time

Firmware Upgrade
Factory Reset

Device Reboot

Export Config
Import Config

4.2.2 Responsive design

The web interface is also suitable for use on tabl

Overview | Logout | Help

WALLIE
-bridge/rirewa E

Overview

Live Statistics
Uptime 0 days 00:01:39

System Time: 1M1/197001.01:40

Device Configuration

Timezone Europe/Berlin
Operating Mode NAT

WAN IP 10.10.1.99
LAN IP 192.168.0.100

'www_helmholz.com

NOTE

Pleasenote that web access to the WALL IE is equipped with inactivity monitoring for security reasons.
Vgdm sgd vdarhsd hrm-s trdc eng rdudg k | hmt sdr +

WALL IE Industrial NAT Gatewayand Firewall | Version 2| 01/17/19 17
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5 Choosing the operating mode

Depending upon the application case for the WALL IE, the operating mode must first be defined.
WALL IE supports two principal operating modes: NAT and Bridge

5.1 The NAT operating mode

When an automation cell with preset IP addresses is to be incorporated into a production network
with other IP addresse s, the IP addresses of the machine must normally all be set again.

When using Network Address
Translation (NAT), WALL IE offers the
possibility to leave the IP addresses of
the machine as they are, but to enable
communication with the machine
network wit h own IP addresses from
the production network.

In the NAT operating mode, WALL IE
forwards the data transfer between
various IPv4 networks (Layer 3) and
implements the IP addresses with the
help of NAT.

Packet filters and MAC address filters

1010130

Company network

10.10.1.20

External (WAN)

Internal (LAN)

Ii

192.168.101

I

192.168.10.2

External IP

10.10.1.0/24

Internal IP

192168101
192168102

192,168,
192,168, 0
19216810100

L

192.168.10.50

Machine network

192.168.10.100

192.168.10.0/24

can also beused to estimate the data transfer permitted.

Broadcast traffic is generally filtered at the WALL IE, which means that the time behavior of the
machine network is not impaired by the production network.

Basic NAT, al so known
complete IP address ranges.

as

With the help of port forwarding

network (LAN).

B1: 1listNeAransSlationrof irdi@dua P iadtreddes orbBf,

, it is possible as an alternative to configure that packets be

forwarded to a particular TCP/UDP port of the WALL IE to a certain participanti  n the machine

The NAT operating mode thus also allows the integration of several automation cells that use an
identical IP address range into the same production network.

Each automation cell can in this case
be assigned a different, free IP address
from the production network.

I f BNATB is your
case, please continue reading in
chapter 6.

pl

1:10.10.1.2

2:10.10.1.22

Company network

[]

|

10.J0.1.0/24
B

I ‘ NATI
NAT2

10.10.1.31 Ex
10.10.1.32

NAT1:10.10.1.4
NAT2: 10.10.1.4

Machine X

=

192.168.10.0/24
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5.2 The Bridge operating mode

In the Bridge operating mode, WALL IE behaves like a layer 2 switch between the machine network
(automation cell) and the production network. The IP addresses in the production network are in this
case in the same IP address space (subnet) as the addresses in the machie network.

Access between the two

network areas can be limited 1010.1.10

Company network 10.10.1.0/24

10.10.1.20

or secured with packet filters

and MAC address filters.

This allows the separation of
part of the production
network without using
different network addresses.

Internal (LAM)

External (WAN)

10.10.1.50

10101100

Machine network 10.10.1.0/24

Bbridgeb is your planned

applicati7on case,

pl ease
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6 Application case NAT

To activate the NAT operating mode, select the Overview [ Logout] Help
BOper aMoidnegb menu poi nt WALL’E
menu and set this to BN IE-BridgeyFirewall

Operating Mode: NAT DNS Hostname

Syslog Local
NAT | Bridge Syslog Remote

Password
HTTPS

Web Interface Access

Time

Firmware Upgrade
Factory Reset
Device Reboot

Export Config
Import Config

6.1 Adjustment of the IP addresses in the NAT operating mode

Click on the BNet wor k b-meennuu Balnndt esreflaeccetb .t hTeh es ulbP addr e
the WAN and in tilPe6/IBAMN BWAN, as well as the affiliat
net maBLKABNY net maskb) can_—he defined

h ere. Overview Device~ Network~

A [?NS serve.r gnd a default gateway c.an also be Interface DHCP-Server for Lan

indicated. This is necessary when devices from Statc Routes

the LAN should reach the Internet via the DHCP Client(WAN): | on | or

WALLIE.Ift hese are not i nd WANIP | 10.10.1.99
then communication of devices in the LAN w50 2552550
with the Internet is prevented.

LANIP 192.168.10.99
Optionally, the WAN -IP settings, the DNS
server, and the standard gateway can also be

acquired per DHCP. senver L1010

LAN 255.255.255.0
Netmask

Default 10.10.1.250

The entry is saved with Gateway

and the IP settings are then activated [ v swmt | % poane |
immediately. The current entry is rejected

without acceptance with BDeclineb.

A DNS server can also be indicated where necessary. It is necessary to indicate a DNS server for the
SNTP service (see chl11.7).

ATTENTION

When you change the LAN IP address, you may need to reopen the website of the WALL IE in the
browser using the new IP address and log in again.
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NOTE

The WALL IEhasonly one active configuration. Changes to the configuration are always immediately
activated. A restart of the WALL IE is not required when changing the configuration.

6.2 Activate DHCP client at the WAN interface

As an alternative to entering the IP address, a DHCP client can also be activated for the WAN interface.

Overview Device ~ Network ~ NAT~

Interface

DHCP Client enabled for WAN interface

DHGP Client(WAN): | on | on

LANIP 172.17.0.99

LAN Netmask 255.255.255.0

e [ e

The use of the DHCP client presumes that a DHCP server is active in the WAN network.

The IP settings acquired from the DHCP client are made visible on the overview page by clicking on
BI NTERFACE®B.

Overview | Logout | Help
WALL IE Helmholz
|E-Bridge/Firewall COMPATIBLE WITH YOU
Overview Device - Network~ NAT~ Packet Filter ~
Overview
Live Statistics Device ( Lan
Uptime 5 days 19:16:18 Timezone 1P 172.17.0.99 Europe/Beriin
System Time: 121171970 23:33:43 Operating Mod  NEIMask  255.255.255.0 NAT
Current User: admin INTERFACE
DNS AN 192.168.1.8
GATEWAY 1 EATESANEE 192.168.2.250
Netmask 255.255.0.0
DHCF Server OFF
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6.3 Rdsshmf to ®A rhb M@S qtkdr

I'n order that the en Company network 10.10.1.0/24
rules is possible, WALL IE must be in the 1010110 1010.1.20

operating mode BNATH

External IP Internal IP

1000111 —* 192168101
1010112 — 192168102

Then select the BNAT | | T . (e
sub_me n u ’B B a S I C N A T 5 1010115 —_— 192168.10.100

"
rule and save it with the & button. —a el
-
Internal (LAN) 190'5
2
| | — Q6 |
192.168.101 192168.10.2 192.168.10.50 19216810100
Machine network 192.168.10.0/24

Overview Device ~ NAT~ Packet Filter ~

H NAPT
Basic NAT
# External IP Internal IP Comment Status Action
10.10.1.11 l [ 192.166.10.1 cPuU1 active v o
The BExternal I PB is the | P address under which the n
visible in the production network (WAN). The Blnterna
participant in the machine (LAN). Any text can be entered as a commen t.
Each entry is confirmed with the message BRule added
Basic NAT
# External IP Internal IP Comment Status Action
0 10.10.1.11 192.168.10.1 CPU1 @ °
1 10.10.1.12 192.168.10.2 CPU2 @ °
2 10.10.1.13 192.168.10.5 cPU3 @ (-]
3 10.10.1.14 192.168.10.50 Visu 1 @ °
4 10.10.1.15 192.168.10.100 PC @ (-]
[ [External IP address ] Intemal IP address CGomment aclive v °

Status: @ = Rule is active; a click on the lamp symbol changes the rule status to inactive
Q = Rule is inactive: A click on the lamp symbol changes the rule status to active
Action: - deletes a rule

i+ adds a new rule
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ATTENTION

Hm sgd b rd ne ° ®A rhb M@S qgtkd+ “~kk onqgsr

for security reasons!

In order to enable access, packet filter rules must be created
ng sgd cde tks "~ bshnm eng sgd o
See the following chapter.

Sgd ®K@M sn V@M ¢ s  gelpasetrbet dag aldo be limiredby packkt Kilvers or the -~

default action.

end

Packet Filter: wanto LAN

Default Action:| Accept | Reject | Drop

L d

NOTE

A maximum of 128 basic NAT entries can be defined.
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64 O bjds ehksdg ®&V@M sn K@M

The packet filters enable the limitation of access between the
ackKet rliter -~
production network (WAN) and the machine network (LAN).
MAC
For example, it can be configured that only certain participants
from the production netw ork may exchange data with defined LAN to WAN

participants from the automation cell.

The following filter criteria on layers 3 and 4 are available: IPv4 addresses, protocol (TCP/UDP), and
ports.

The packet filters are al ways aNB,0 saevedidhasbpteeri n t he d
Select the BWAN to LANB menu point in the BPacket Fil

With the BDefault Optionb you can set whether all/l fra
special packets are filtered ( BBl ackl i stingb), or whether all frames
BDropb) and only those frames are allowed to pass thr

(BWhitelistinghb).

I f you initially donbt wisth to . ef aul
Default Action: | Accept | Reject = Drop
BAccept b.

In order to limit access to the machine network to certain participants in the WAN, set the default

action to BRejectb or BDropb. [o—th o ~naca nf nrghjpi't
from the WAN, BRejectbBb sends ai Default Action: Accept = Reject Drop resp
whi | e BDr otipeBranre vifheutsensling an error

message.

Example:A PC in the production network Company network 10.10.1.0/24
(WAN) has the IP address 10.10.1.11 (e.g. 1010.1.10 10.10.1.20
a visualization).

External IP Internal IP

192168101
192.168.10.2

This PC should be able to access the CPU
with the IP address 192.168.10.1 within

1
10,
10.10.
1

1

L

192168.10.100

the LAN via the port 102 with the help of — | Bterma WAN)
the TCP protocol. - a 1610
p Internal (LAN) wlz-'jé—“"':‘
(i |
i8]
I
| |
192‘.165.1-‘).1 192.16!;.10.2 192.168.10.50 192.168.10.100
Machine network 192.168.10.0/24
Now enter the following rule and save it with the o button.
Packet Filter: wan to LaN
Default Action: Accept | Reject | Drop
ICMP Traffic: | Accept | Default Action
# Source IP Destination IP Protocol Destination Ports Action Comment Status
10.10.1.10 l l 192.168.10.1 TCP v Accept v Visu o

WALL IE Industrial NAT Gatewayand Firewall | Version 2 | 01/17/19 24



Source IP indicates the IP address of the active device in the production network (WAN).  Destination
IP the addressed device in the machine network (LAN).

The filter rules can be defined for one protocol type with  protocol BTCPB or BUPDGB.

Destination Ports indicates the ports to which the filter rules apply.

I f a filter rule applies to several or evenn aRdr tpsob t s
field. A Ilist of ports is indicated separated by comn
with a colon: B4000:5000B or B1:65535Bb for all ports.
B80,443,4000:50006b.

# Source IP Destination IP Protocol Destination Ports Action Comment Status

0 10.10.1.10 192.168.10.1 TCP 102 Accept CPU1 @ °

1 10.10.1.20 192.168.10.2 TCFP 1:65535 Accept CPU2 @ °

2 10.10.1.20 192.168.10.5 TCP 80.443,1193 Accept CPU3 @ °

TCP v Ports Accept v Comment active v o

It is also possible to config ure the access of several participants with one another. An IP range can be
defined with a d®&dshHO0.B1Q@0B0. A. 10st of | P addresses i ¢
B10.10.1.10,10.10.1.15,10.10.1.206.

3 10.10.1.1-10.10.1.9 192.168.10.1 TCP 1.65535 Accept Many @ Q
4 10.10.1.200 192.168.10.1- TCP 80,443 Accept All LAN access @ °
192.168.10.200
Action defines whether this rule allows comm uni cati on ( BAcceptbBb), rejects wi
( BRejectb), or simply rejects (BDropb). The appropri a
interaction with the BDefault Actionb. I f the Default
fiterruies shoul d al |l be set to BAcceptb (Whitelisting).
defined in the filter rules with BRejectb or BDropb f

Status: @ = Rule is active; a click on the lamp symbol changes the rule status to inactive

Q = Rule is inactive: A click on the lamp symbol changes the rule status to active

NOTE

@ |~ whi tl ne 017 o bjds ehksdg gtkdr odg chgdbshnm ' @
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65 HBLO Sqg eehb ®V@M sn

K@M

The Internet Contr ol Message Protocol (ICMP) serves the purpose of exchanging information and

error messages via the Internet protocol IPv4. Ty pi cal | CMP frames include Bp
With the BIliCv® olprtaifon, you ¢

the directing of ICMP frames from the WAN to the LAN Default Action:  Accept | Reject | Drop

net work (BAcceptb) or, deperi

filters, prohibit this (BDefl ICMP Traffic:| Accept DefaultAction

I f, for example, the packet TiTters BDefault Actionb
to BRejre Db op b, and I CMP Traffic to BDefault Actionb,

allowed through.

WALL IE Industrial NAT Gatewayand Firewall | Version 2 | 01/17/19
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66 O bjds ehksdq ®K@M sn V@M

In the basic state, data traffic is permitted for devices from the machine network (LAN) to the
production network (WAN) wi t hout | i mitations (BDefault Actionb: E

Qverview Device ~ Network~ Packet Filter ~

MAC

H . WAN to LAN
Packet Filter: Lan to wan
LAN to WAN
Default Action: | Accept = Reject | Drop
ICMP Traffic: | Accept = Default Action
# Source IP Destination IP Protocol Destination Ports Action Comment Status

Source IP address Destination IP addres: TCP v Ports Accept v Comment active v o

I'n the BLAN to WANB packet filter, the communication
production network (WAN) or into the Internet is completely prohibited or is blocked or allowed for
particular de vices.

The entry of the filter rules corresponds to the pack
is now the LAN IP and the destination IP addresses a device in the WAN.

ATTENTION

In the event that devices in the LAN should communicate with devices i n the production network, the
LAN IP address of the WALL IE must also be entered for the devices in the LAN as a gateway.

Example of the entry of a gateway in a Windows PC:

() Obtain an IP address automatically

@) Use the following IP address:

IP address: 192,168 . 0 . 1
Subnet mask: 255.255.255. 0
[ Default gateway: 192 .168. 0 .99 J

Example of the entry of a gateway (router) in a Simatic hardware configuration:

IP address: [192 168101 ([ Cotemay
™ Do not use router
Subnet mask: | 255.255 255.0
¢ Lse router
[” Use different method to obtain IP address Address: [192.168.10.99 )

You can find more information on use with Simatic Manager or TIA Portal in chapter 10.
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NOTE

@ | > whil tl ne 017 o bjds ehksdq nrt kRKr@Vo dson cvh@vd (s hbn nm 'aG
67 HBLO Sq eehb ®K@M sn V@M

With the BICMP Trafficbhb opti Ly all
the directing of ICMP frames from the LAN to the WAN Default Action: Accept | Reject | Drop

net work (BAcceptb) or, depen fildt
prohibit this (BDefault Act i| |ICMP Traffic: Accept Default Action

I f, for example, the paeakst TTTUTEers BDerTaurt Actlionb
to BRejectb or BDropb, and I CMP Traffic to BDefault A

allowed through.
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6.8 NAPT

BNAPT for LAN to WAN trafficb r epl andhe BANtwithehe¥wAaLbh der add
IE WAB IP address

Company network 10.10.1.0/24
10.10.1.10 10.10.1.20

| .

Source IP 10.10.1.1:xxx
- External (WAN)
—
-l.l
192.168.10.5
Internal (LAM) T
!
Soirce 192.168.101:80 | &
i
o —

o | 1

192168101 192168102  192.168.10.50 192.168.10.100
Machine network 192.168.10.0/24

The opMNAPG:Actv B t hus enables communication of devices f
WAN. WALL IE thereby acts as a gateway to administer the implementation to the IP addresses of the
WAN network and looks after the assignment of the response.

Overview Device - Network~ NAT~

Basic NAT

NAPT

NAPT: LaN to waN Traffic: Inactive

Activate | Deactivate |

ATTENTION

In order that the communication with activated NAPT from the LAN to WAN functions, WALL IE LAN IP
address must be set as a default gateway for every deviceconnected to LAN.

If the NAPT option is deactivated, the query packets from the LAN are forwarded fr om the LAN to the
WAN with their original sender IP and sender port.

WALL IE Industrial NAT Gatewayand Firewall | Version 2| 01/17/19 29



6.9 Port forwarding

With the help of port forwarding (BPort forwarding fo
packets at a certain TCP/UDP port of the WALL IE (WAN) can be forw arded to a participant in the LAN
(e.g. 10.10.1.1:81 to 192.168.10.5:80).

Company network 10.10.1.0/24
10.10.1.10 10.10.1.20
External Port Internal IP & Port
10,000.1:80 — 192,168.10.1:80
— — 10.00.1.1:102 — 192.168.10.2:102
| | 10,00.1.1:81 —» 192,168.10.5:80
10.10.1.1
External (WAN)
192.168.10.5

Internal (LAN)
192.168.10.200

i

=
£
B
H

JE TR

HE;
192168101 192168102  192.168.10.50 192.168.10.100
Machine network 192.168.10.0/24

In the following example, the website (Port 80) of the CPU with the IP 192.168.10.5 via WAN can be
reached through access to the WALL IE -own IP address 10.10.1.1 with Port 81.

Overview Packet Filter ~
Basic NAT
NAPT —
NAPT: LAN to WAN Traffic: Inactive
Aclivate | Deaclivate ‘
Port Forwarding: wan (10.10.1.1) to LAN Traffic
# Protocol External Port Internal IP Internal Port Comment Status Action
0 TCP 81 192.168.10.5 80 CPU3 Webpage @ Q
TGP r External Port Internal IP address Internal Port GComment active r o

Prot ocol : BTCPB or BUDPB

External port: The port under which the frames in the WAN under the address of the WALL IE are
received.

Internal IP: The IP address to be addressed in the machine network (LAN).
Internal Port; The port of the device to be addressed in the machine network (LAN).

Comment: Freely definable comment.
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Status: @ = Rule is active; a click on the lamp symbol changes the rule status to inactive
Q = Rule is inactive: A click on the lamp symbol changes the rule status to active
Action: @ deletes a rule

L+ adds a new rule

NOTE
®0ngs enqv gchmf™ "mc ®A rhb M@S b m ad trdc

r

h

ATTENTION

fwthsgd o bjds ehksdqr ®&V@M sn K@M cde tks "~ bshr

packet filter rules for access must also be created for each port forwarding entry.

NOTE

It is not possible to use the reserved ports 443 and 80 when WALL IE has activated its own websites on
sgd V@M 'Vda Hmsdqge bd @bbdrrll&® ®vVv@M "~ mc K@M +

r

ATTENTION

A maximum of 128 port forwarding entries can be created.
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7 Application case Bridge

7.1 Activate Bridge mode

the BOperating Modeb mg
.
BDeviceb menu and set t

DNS Hostname

Operating Mode: Bridge
Syslog Local
NAT | Bridge Syslog Remote

Password
HTTPS

Web Interface Access

Time

Firmware Upgrade
Factory Reset

Device Reboot

Export Config
Import Config

7.2 Adjustment of the IP addresses in the bridge operating mode
Click on the BNet wor kb -nmeennuu Balnndt esreflaeccetbs. of tifeWed IWIBP addr e

(BLAN I PB) and affiliated subnet masks
( BLAN netmaskb) can bg——* —
Overview Device ~ Network~
A DNS server and a default gateway can also
be indicated. This is necessary when devices Interface Static Routes
from the LAN should reach the Internet via
the WALL IE. If these are not i ndicated, e
then communication of devices in the LAN L
with the Internet is prevented. ons
The entry is saved wil ..o ]
and the IP settings are thus activated S
immediately. The current entry is rejected  Becline
without acceptance witnh BDeclTneb.

ATTENTION

When you change the LAN IP address, you may need to reopen the website of the WALL IE in the
browser using the new IP address and log in again.

A DHCP client or a DHCP server are not available in the bridge operating mode.

NOTE

In the bridge operating mode, t he defined interface settings are equally valid at the WAN port of the
WALL IE.
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ATTENTION

Hm sgd aqghcfd I ncd+ ~kk ongeK@Mqgdc hanhsdig krkixe dddk nddnn g cr e
In order to enable access, packet filter rules must be created Packet Filter: wan to LaN
ortgd cde tks "~ bshnm enqg sgd o bj dis sn
See the following chapter. Default Action: | Accept | Reject | Drop
Sgd ®K@M sn V@M ¢ s gelpasedrbetdag aldo be limitadhby packkt Kilbers or they ™} x r
default action.
73 O  bjds ehksdqgq ®V@M sn K@M
The packet filters enable the limitation of access between the
production network (WAN) and the machine network (LAN). Packet Filter -
For example, it can be configured that only certain participants
o
from the production network may exchange data with defined LAN 10 VAN
participants from the automation cell.
The following filter criteria on layers 3 and 4 are available: IPv4 addresses, protocol (TCP/UDP), and
ports.
Note: The packet filters are always also available in

Select the NBWAN ntuo poAnt in the BPacket Filterb menu.

With the BDefault Optionb you can set whether all fra

special packets are filtered (BBlacklistingb), or whe

BDr o anB dnly those frames are allowed to pass through that correspond with the filter rules

(BWhitelistinghb).

I f you initially donbt wish to . efaul
Default Action: | Accept | Reject = Drop

BAccept b.

In order to limit access to the machine network to certain participantsi  n the WAN, set the default

action to BRejectb or BDropbhb. [po—tho_—~caca af —nrghjpijt

from the WAN, ’BRej ectbBb sends a i Default Action: Accept | Reject | Drop resp

whil e BDropb rejects the frame without sendrng an err

message.
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Example: A PC in the production
networ k (WAN) has the IP address
10.10.1.11 (e.g. a visualization).

This PC should be able to access the
CPU with the IP address 10.10.1.30
within the LAN via the port 102 with
the help of the TCP protocol.

Now enter the following rule and save it with the L+ button.
Packet Filter: wan to LAN
Default Action:  Accept | Reject | Drop s

ICMP Traffic: | Accept | Default Action

# Source IP Destination IP Protocol Destination Ports Action Comment Status

[ 10.10.1.10 ] [ 10.10.1.30 ] Tcp Accept v CcPU1 o
Source IP indicates the IP address of the active device in the production network (WAN).
Destination IP  the addressed device in the machine network (LAN).
The filter rules can be defined for one protocol type with protocol BTCPB or BUPDGBE.
Destination Ports indicates the ports to which the filter rules apply.
I f a filter rule applies to several or even al/l ports
field. Alistof portsisindi cat ed separated by commas: B8O0, 443, 119465.
with a colon: B4000:5000B or B1l:65535Bb for all ports.
B80, 443, 4000:5000. b

It is also possible to configure the access of several participants with one another. An IP range can be

def i
B10O.

ned
10.

wi t h
1.10,

a

10.

dé&ds1:0.B1®.0B0.
10.1.15,10.

10. 1.

A. 10 st
20b6.

of

P

addresses
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