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1 General Information
1.1 Information about this whitepaper
This document describes additional REX 300 functions and the settings required for them on the basis
of examples. The necessary basic knowledge for dealing with the REX routers is presumed.
We have checked the contents of this whitepaper to ensure that they match the hardware and
software described. However, System Helmholz GmbH can assume no liability for any existing
differences, as these cannot be fully ruled out. When using your purchased products, please make sure
to use the latest version of the manual, which can be viewed and downloaded on the Internet at
www.helmholz.de.

Configuration, execution, and operating errors can interfere with the proper operation of the REX
devices and result in personal injury, as well as property or environmental damage. Only adequately
qualified personnel may operate the REX devices!

1.2 Important notes regarding VPN
VPN connections from a REX 300 to another REX 300 can only be established if the Internet
connection is allowed to send incoming data to the REX 300 unit. This means that you cannot
establish VPN connections when incoming data transfer is completely blocked for your Internet
connection, for example, by a firewall. The Open VPN wizard in the REX 300 creates a connection for
which the UDP port 1194 is required.
Two types of encryptions can be chosen from. In the example described here, a randomly generated
static key is used. It is not possible to establish several simultaneous client connections with a server
with this predefined key.
A description of the use of X.509 certificates is not a component of this documentation.
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1.3 OpenVPN - Router/Router connection (with wizard)
The following pages describe how you produce an OpenVPN® connection between two REX 300 units
with the help of the integrated wizard. The instructions refer to two REX 300 units connected by cable
with a WAN interface that are respectively configured as classic routers. This type of connection can
be used, for example, for machine-to-machine (M2M) communication. In this point-to-point
connection via the WWW, each REX 300 is installed in a separate network. To this purpose, one
device must be configured as the VPN server and one as the VPN client. The server is in "Standby"
status and waits for an incoming query from its VPN client.

Internet

Client

WAN or public
IP: 217.6.86.44 

Server
OpenVPN

LAN-IP: 192.168.10.100

LAN
participants
at the REX
client

LAN-IP: 192.168. 0.100 

Connects two /24 subnets

LAN
participants
at the REX
server

 Static IP address that can be accessed from the Internet at the deployment location of the REX 300 at
any time
 Default IP address in the delivery condition
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2 Setting up the REX 300 as a server
The steps necessary for configuring an OpenVPN point-to-point connection will now be described
with the help of the integrated wizard in the web interface of the device. Open the REX 300 web
interface in a standard browser. In this example it is presumed that the standard LAN IP address of the
factory setting is active. 192.168.0.100 must consequently be entered into the address bar of the
browser. The First Start page is shown following successful web interface registration:

The language selection is found to the top right if needed. For the subsequent steps click the "Classic
router" field.

The "First Start" page is now displayed when the router is started in the delivery condition.
Once selected, changing between the portal server and the classic router is only possible following a
reset to factory settings.
The window with the system information subsequently opens. With the top menu bar you go to
"Wizard".

In the explanations now described it is presumed that the WAN access to the Internet has already
been successfully configured!
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The most important settings can be easily made with the help of a wizard. For the procedure described
here it should be noted that the OpenVPN method has been chosen in the selection menu.

Click on the "Start" button with the mouse to start the VPN wizard.
Because the LAN & Internet wizards haven't been carried out yet, the following warning appears:

As already noted, the correct LAN and WAN settings are presumed in this example. To this purpose
put a check in the box and click on "Start". The information following subsequent to this is confirmed
with "Next >".

"Connection of two networks" is selected on this page and confirmed with "Next >".
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In the next step you must specify that the REX 300 unit should be configured as a VPN server. Click
the "Next >" button again.

In the next dialog box, you will have to enter the IP address and subnet mask for the LAN interface of
the REX 300 unit (client) that you want to connect with this REX 300 (server). Click the "Next >"
button again.

In this step the REX 300 uses a random generator to create a static key. This is filed under the name
shown here (the name can be changed later if necessary). Now click on the "Next >". button.
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Acknowledge the following field with "Finish"

The REX 300 will now apply the configuration. This process will take about 30 seconds. The
previously described procedure is completed as soon as a green check appears in front of the VPN
wizard in the wizard screen.

In order for the REX 300 VPN client to be able to work with your REX 300 VPN server, both REX 300
units need to use the same static key for the connection. This must now be downloaded from the REX
300 (VPN server).
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To this purpose go to the menu "VPN" (1.)– "OpenVPN" (2.) - "static key" (3.) and click the diskette
button (4.) to create a download link.

The corresponding file is then prepared and a download link created.

Move the mouse cursor over the blue highlighted "Wizard_Static_Key.key" link (5.). A right mouse click
opens the Windows selection menu. Select "Save Target As…" (6.) and save the key file on your PC.
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3 Setting up the REX 300 as a client
As already explained for the VPN server, it is presumed that the WAN access to the Internet has also
already been successfully configured for the VPN client!
In this example, the LAN IP address has already been reconfigured because the same range may not be
used on both routers. Please note that the IP address of your REX 300 VPN client must be provided
with the settings you have entered in the wizard as the LAN IP connection point (see page 7:
192.168.10.100/24).
Open the web interface of the REX 300 in a standard browser and enter the IP address 192.168.10.100
in the address bar of the browser (the PC network card may need to be adapted).
The static key ("Wizard_Static_Key.key") created in the previous chapter in the REX 300 VPN must now
be imported into the REX 300 VPN client.
To do so, go to the VPN  OpenVPN menu in the "Static Keys" tab. To import the static key saved on
your computer to the REX 300, click on the "Browse…" button.
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Now you must select the key file saved on your PC and assign it to the REX with the "Open" button.

The key file is now in the selection menu and you can start the transfer with the "Import static key file"
button.

When the static key has been successfully transferred to the REX 300, the VPN wizard must now also
run through like in the VPN server. To this purpose open the "Wizard" menu again as already
described in chapter 2 as of page 6 and once again carry out all points in the VPN client identically as
for the VPN server.

OpenVPN® - Router/ Router | Version 1 | 2/1/2016

12

On the menu page 3 of 5 you must now configure the REX 300 as "VPN client" and confirm with
"Next".

The LAN parameters of the VPN server must now be entered and confirmed with "Next".

Now enter the public IP address or the domain name with which the REX 300 VPN server can always
be reached. Confirm with "Next".

In this dialog you select the already imported static key and confirm again with "Next".
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Please note that the subsequent connection can only be successfully established with the correct key file.
The last page can be acknowledged with "Finish".

The REX 300 set up as the VPN client will now apply the configuration. This process will take about 30
seconds. The previously described procedure is completed as soon as a green check appears in front of
the VPN wizard in the wizard screen.

The two REX 300 configurations are now complete. As soon as the supply voltage is available to the
devices (preferably at separate locations) and the Internet connections have been secured with
network cables, the router to router connection will be established automatically.
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The connection activities can be viewed and controlled in the web interface of the devices. To this
purpose go to Status  VPN -OpenVPN
A successful connection is represented with a green activity symbol.

The wizard for OpenVPN has automatically configured the connection parameters in such a way that
the REX 300 client will attempt to establish constant communication. It is also possible to
retroactively change these parameters manually as needed. The related parameters are adapted in the
VPN  OpenVPN menu in order to, for example, always only start the connection with the "Dial Out"
key.
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